
C3PO: a Tool for Automatic Sound Cryptographic Protocol Analysis

Anthony H. Dekker

Defence Science and Technology Organisation and

Department of Computer Science, Australian National University

Postal: PO Box 3925, Manuka ACT 2603, Australia

E-mail: dekker@acm.org

Abstract

In this paper we present an improved logic for

analysing authentication properties of cryptographic

protocols, based on the SVO logic of Syverson and van

Oorschot. Such logics are useful in electronic com-

merce, among other areas. We have constructed this

logic in order to simplify automation, and we describe

an implementation using the Isabelle theorem-proving

system, and a GUI tool based on this implementation.

The tool is typically operated by opening a list of propo-

sitions intended to be true, and clicking one button.

Since the rules form a clean framework, the logic is

easily extensible. We also present in detail a proof of

soundness, using Kripke possible-worlds semantics.

1. Introduction

During the past decade, there has been extensive inter-

est in analysing the correctness of cryptographic pro-

tocols. Current interest in electronic commerce has

added to this interest.

One set of solutions for analysing cryptographic pro-

tocols has been the BAN family of logics, beginning

with the work of Burrows, Abadi, and Needham [1, 2]

and continuing with the GNY logic of Gong, Need-

ham, and Yahalom [3, 4]. These logics allow reasoning

about authentication, but their complexity has resulted

in problems with unsoundness and di�culty of imple-

mentation. In spite of the published soundness proof of

BAN logic in [2], the BAN and GNY logics have been

extensively criticised (e.g. [3, 4, 11]).

One of the more recent members of this family is

the SVO logic of Syverson and van Oorschot [11]. The

SVO logic uni�es much of the previous work in an ele-

gant framework, and is proved to be sound (which we

view as essential, since we are particularly interested

in the information security evaluation of cryptographic

protocols at a high level). However, this logic is not

suitable for automation with theorem provers such as

Isabelle. Such automation is of great value for prac-

tical analysis of cryptographic protocols, and previous

work has been done on automating the GNY logic (e.g.

[5, 6, 7, 8, 9, 10]) which will discuss later in section 8.

In this paper we present an improvement to this

logic which we call SVD logic. We have designed this

logic with two things in mind: �rst, ease of implemen-

tation in the Isabelle theorem-proving system. This

has required developing terminating proof tactics, and

addressing all possible cases of circularity in the rules.

We have demonstrated the success of our tactics by

building a GUI tool which automates the proof process.

Since the rules have been designed with automation in

mind, the proof tactics required are fairly simple, and

automation in a system other than Isabelle should be

relatively easy. Because the set of rules forms a clean

framework, it should also be easily extensible. Our tool

is intended for users with no training in Isabelle, and

is typically operated by opening a list of propositions

intended to be true, and clicking one button.

Achieving an easily implemented set of rules has re-

sulted in a relatively large number of rules, and so our

second concern has been the soundness of the rules.

We have achieved soundness by keeping the rules very

simple (more complex rules have been derived as theo-

rems) and giving the rules a more operational 
avour,

by casting them in terms of operations which a prin-

cipal is capable of performing. We have developed a

formal proof of soundness using Kripke possible-worlds

semantics.

2. The Rules

We consider messages to be made up of terms, which

are built out of atomic elements and the following op-

erators:



(x ! y) Pairing

fxgk Public- or symmetric-key encryption

fxg�k Symmetric-key decryption

There is an important reason why we consider terms

rather than bit patterns: a theory based on bit patterns

can result in undesirable behaviour. For example, an

arbitrary bit pattern x could be viewed as fygk for

some symmetric key k even when there is no reason to

do so. There would then be no such thing as an atomic

bit pattern, since this process could be continued ad

in�nitum. The fact that we can construct any arbitrary

bit pattern also con
icts with the fact that any key is

a bit pattern, but that we cannot construct every key.

Using terms, we consider the term fygk to exist only

when there was a term y which was actually encrypted

with k by somebody.

We write +k and �k for the public and private

keys associated with a public-key pair k. This gives

us the following rules about encryption (where � de-

notes equality of terms):

K1 ffxgkg�k � x for symmetric keys k

K2 ffxg+kg�k � x

K3 ffxg�kg+k � x

Notice that the syntax fxgk is ambiguous, but the

type-checking facilities of Isabelle ensure that this does

not cause any problems. The syntax k̂ provides a use-

ful shorthand for the inverse of a key which can be

expressed easily using typed variables in Isabelle:

K4 +̂k � �k

K5 �̂k � +k

K6 k̂ � k for symmetric keys k

One-way hash functions are treated as keys for which

no inverse exists. We use the syntax k DH l for the

Di�e-Hellman key generated from the public key pairs

k and l. The syntax P PK +k means that +k is the

public key for the principal P, where a principal is any
party (whether a person or a software agent) involved

in a cryptographic protocol. The syntax P
k
 ! Q

means that k is a good symmetric key for the principals

P and Q (here () means `if and only if'):

K7 k DH l � l DH k

K8 P
k
 ! Q()Q

k
 ! P

K9
P PK +k; Q PK +l

P
k DH l
 ! Q

The rule K9 says that a good symmetric key can be

generated from two public key pairs (it corresponds to

rule 5 in the SVO system, and K8 corresponds to rule

19). In this paper we use PK for public keys, whether

used for authentication, encryption, or key agreement;

but these can easily be distinguished by using di�erent

symbols if desired.

The rules T1{T4 de�ne the obvious subterm relation

on terms. We refer to this as the strict subterm rela-

tion, in contrast to the loose subterm relation, which

will de�ne later:

T1 ` x � x

T2
z � x

z � (x ! y)

T3
z � y

z � (x ! y)

T4
y � x

y � fxgk

The rules S1{S7 de�ne what a principal sees. A

principal sees what she receives in a message, what she

has initially, what she can extract, and what she can

construct. These rules correspond to rules 6{10 in the

SVO system:

S1
P received x

P sees x

S2
P initiallyhas x

P sees x

S3
P sees x; x iPi y

P sees y

S4
P sees x; P sees y

P sees (x ! y)

S5
P sees x; P sees k

P sees fxgk

S6
P sees x; P sees k

P sees fxg�k



S7
P sees +k; P sees �l

P sees k DH l

The relation iPi indicates what the principal P can

extract. This is essentially a special case of the subterm

relation, where P has the necessary keys:

E1 ` x iPi x

E2
x iPi z

(x ! y) iPi z

E3
y iPi z

(x ! y) iPi z

E4
x iPi y; P sees k̂

fxgk iPi y

Formulating rules such as these in terms of opera-

tions (such as extraction) which a principal can per-

form makes it easier both to construct a set of easily

automated rules and to prove the resultant rules sound.

To allow reasoning about fresh (recently created)

terms, we have the following rules. These will be aug-

mented by situation-speci�c axioms about the fresh-

ness of particular recently created atoms (i.e. nonces,

fresh keys, etc.) for particular situations. These rules

correspond to rules 16{17 in the SVO system:

F1
fresh x

fresh (x ! y)

F2
fresh y

fresh (x ! y)

F3
fresh x

fresh fxgk

F4
fresh x

fresh fxg
�
k

The next �ve rules de�ne when a principal can be

said to have said something (we use the relation says

when a principal has said something fresh, i.e. recently

created). These rules correspond to rules 3, 4, 13, 14

and 18 in the SVO system. We assume that when good

keys are used, we can believe that messages come from

the principal that they appear to come from. That is

to say, any third party that possesses the keys can be

trusted not to use them. Also, when symmetric keys

are used, a principal can distinguish between what it

has sent and what its partner has sent.

This distinguishing between what a principal has

sent and what its partner has sent (when symmetric

keys are used) can be accomplished in a number of

ways. For example, each principal can keep track of

messages that they have sent (if a message is encrypted

with a good symmetric key and we didn't send it, then

the other party must have). It can also be accomplished

by ensuring that messages at di�erent steps of a proto-

col have di�erent structures (if a message is encrypted

with a good symmetric key and isn't of the right form

to have come from us, then the other party must have

sent it). Finally, it can also (but less desirably) be done

by adding a one-bit indicator to a message (for a 0, it

comes from the principal who initiated the protocol,

and for a 1 it comes from the other party).

We indicate this distinguishing (as in SVO logic)

with the notation f(y !Q)gk for a message encrypted

with k and distinguished as coming from Q:

Z1
P said x; y � x

P said y

Z2
P says x; y � x

P says y

Z3
P said x; fresh x

P says x

Z4
P received x; x iPi f(y !Q)gk; P

k
 ! Q

Q said f(y !Q)gk

Z5
P received x; x iPi fyg�l; Q PK +l

Q said fyg�l

The most important part of our system, as in SVO

logic, is reasoning about belief. We wish principals to

have trust in certain properties and conditions: this is

in fact the main goal of cryptographic protocols. Trust

is in fact a particular kind of belief, and is best analysed

in terms of the logic of belief.

We use the following three general rules for the

modal logic of belief (technically known as K4 or dox-

astic logic [13, 14, 15]), corresponding to rules 1 and 2

in the SVO system. Note that not all true statements

are necessarily believed, not all beliefs are necessarily

true, and we are using the j= symbol to express be-

lief rather than provability (for lack of a better symbol

which can be used in both LATEXand Isabelle). Note

also that =) means implication:

M1
P j= a =) b; P j= a

P j= b

M2
P j= a

P j= P j= a



M3 ` P j= a where a is a tautology

However, there are a number of areas where a princi-

pal believes things if and only if they are true, because

of her personal knowledge. This includes objects that

the principal has and operations that the principal can

perform:

B1
P received x

P j= P received x

B2
x iPi y

P j= x iPi y

B3
P initiallyhas x

P j= P initiallyhas x

B4
P PK +k

P j= P PK +k

B5
P sees x

P j= P sees x

We replace rules 11 and 12 of the SVO system by a

somewhat more complicated set of rules. This is nec-

essary because the attempt to give P j= a a meaning

unrelated to a can lead to unsoundness. This can occur

when there is con
ict between one set of rules that de-

�ne the truth of a and another set of rules that de�ne

the truth of P j= a. If the semantics tries to enforce

the falseness of P j= a, but P j= a can be inferred from

P j= b and b =) a, then the rules will be unsound.

We �rst provide a set of rules that say a principal

understands something if it can be built up by con-

struction or decryption from atomic elements:

U1 P understands x() P sees x for atomic x

U2
P understands x; P understands y

P understands (x ! y)

U3
P understands x; P sees k

P understands fxgk

U4
P understands x; P sees k

P understands fxg
�
k

U5
P understands x; P sees fxgk; P sees k̂

P understands fxgk

B6
P understands x

P j= P understands x

The rules U3 and U5 produce similar conclusions,

but for di�erent reasons. With rule U3, P understands

fxgk because she can construct it from things she un-

derstands, while with rule U5 she understands fxgk be-
cause she can decrypt it to give something which she

understands. In the special case of symmetric keys,

where k̂ � k, U5 becomes a special case of U3.

We also have a relation �P� which indicates that

a principal recognises something as being a subterm

of another (another example of a relation expressed

in terms of an operation that a principal can perform).

This relation is stronger than the relation � but weaker

than iPi. The di�erence lies in the rule E9, which says

that a principal can recognise subterms of fxgk if she

understands fxgk through construction (as in rule U3).
For example, if h is a one-way hash function (i.e. a key

without an inverse) which P has, and P understands

x, then fxgh �P� x (we will use this in our �rst

example, later in the paper):

E5 ` x �P� x

E6
x �P� z

(x ! y) �P� z

E7
y �P� z

(x ! y) �P� z

E8
x �P� y; P sees k̂

fxgk �P� y

E9
x �P� y; P sees k; P understands x

fxgk �P� y

B7
x �P� y

P j= x �P� y

We use this to provide two variations of rules Z1

and Z2 that use the relation �P� to indicate that a

principal recognises a subterm relationship. This is

necessary because, to ensure soundness, we have given

no interpretation to Q j= y � x:

Z6
Q j= P said x; x �Q� y

Q j= P said y

Z7
Q j= P says x; x �Q� y

Q j= P says y

Finally, we introduce terms of the form assert x

which assert a proposition, and say that a principal

believes a proposition if she believes it comes from a

trustworthy source (these assertions are usually im-

plicit, based on the context of a message in a particular



protocol). This corresponds to the more limited rule 15

in the SVO system, which is only valid if the trusted

source does not make an error. We express our ver-

sion of the rule in terms of belief to explicitly cater

for the case where a source is trusted (in the sense

that some principals believe it) but can still make false

statements:

C1

Q j= P controls x

Q j= P says (assert x)

Q j= x

C2

Q j= P controlled x

Q j= P said (assert x)

Q j= x

There are no rules to infer P controls x (i.e. P
can be trusted when she has recently said x) or

P controlled x (P can be trusted when she has ever

said x) since these two statements occur only in

situation-speci�c axioms.

Note that if Q trusts a principal who makes false

statements, then she will have false beliefs as a result.

3. The Implementation

We have implemented this system in Isabelle �rstly by

introducing a logic and a set of tactics based on the

sequent calculus and on rules derived from the belief

rules M1{M3. Secondly we have attempted to produce

a terminating proof tactic, by eliminating circularity

from the rules. There are two problems here: on the

one hand, rules C1 and C2, which are totally unsuitable

for automatic backwards proof (because the hypothe-

ses are instances of the conclusion). In the GUI tool

we have developed, these rules are applied manually, by

clicking a button. They can also be applied automat-

ically (using forwards proof) if the second hypothesis

is explicitly listed by the user as an intermediate goal.

The other cause of circularity is rules E1{E4 and S1{S7

which depend on each other. We have addressed this

by replacing E1{E4 by an equivalent set of rules:

X1 x iPi y () x iP; [ ]i y

X2 ` x iP; [ ]i x

X3
P sees k; x iP; �i x

x iP; [kj�]i x

X4
x iP; �i z

(x ! y) iP; �i z

X5
y iP; �i z

(x ! y) iP; �i z

X6
x iP; [k̂j�]i y

fxgk iP; �i y

Here [kj�] represents a list of keys with head k and

tail �, and [ ] represents an empty list. The notation

x iP; [kj�]i y means that the principal P can extract

y from x, and that � is a list of keys which are needed

to do this. These rules have precisely the same e�ect

as the rules E1{E4, but assist automated reasoning by

delaying the search for P sees k̂ until we know that we

need it. Non-termination can still occur, but only in

pathological cases where a key occurs in places where

it is itself necessary for extraction, for example fk̂gk or

(fk̂1gk2 ! fk̂2gk1).
More formally, de�ne k1 ��P k2 if and only if in a

term e received or initially had by P, there is a subterm
fe0gk2 where k̂1 occurs in e

0 (i.e. k̂1 � e
0 and fe0gk2 �

e), and de�ne �P as the transitive (but not re
exive)

closure of ��
P
. The relation k1 �P k2 formalises the

concept that k2 is needed to extract k̂1, and hence k �P
k formalises the concept that k̂ occurs in places where

it is itself necessary for extraction.

Now consider the case where, for example, we have

P received e, and we are trying to prove P sees k̂

by backwards proof using S1 and S3 (which requires

e iPi k̂). If it is the case that k �P k, backwards

proof will not terminate, since application of rules X1{

X6 produces P sees k̂ as a subgoal. Conversely, if it

is not the case that k �P k, then application of rules

X4{X6 results in one of two possible cases:

1. (i) fe0gk is not a subterm of e, and rule X6 will

not add k̂ to the list of keys �, or

2. (ii) fe0gk is a subterm of e for some e0, but k̂ (or

a key required to �nd k̂) does not occur in e
0 and

hence rule X3 is never applied for k̂.

In both cases, non-termination will not result. In other

words, non-termination occurs if and only if k �P k for

some k.

In addition to the rules X1{X6, we also de�ne a loose

subterm relation, which di�ers from the strict subterm

relation (�) in the last three rules:

T5 ` x v x

T6
z v x

z v (x ! y)



T7
z v y

z v (x ! y)

T8
y v x

y v fxgk

T9
y v k

y v fxgk

T10 ` k v +k

T11 ` k v �k

If +k and �k are a public/private key pair, k can be

considered to be the information from which the pair

is derived, or else k v +k can be interpreted purely

syntactically.

The relation v is used to de�ne a new quanti�er

9xvy: a, equivalent to 9x: x v y ^ a. Within the

sequent calculus, we can write a terminating and com-

plete tactic for this quanti�er (by the obvious induction

on the structure of y), which we cannot do for the ex-

istential quanti�er in general.

Using this new quanti�er, we can replace rules Z1{

Z7 by eight new derived rules which are more suitable

for automatic backwards proof:

D1

P received x

9yvx: 9kvx: P
k
 ! Q

^ x iPi f(y !Q)gk ^ fresh y

^ z � f(y !Q)gk

Q says z

D2

P received x

9yvx: 9lvx: Q PK +l ^ x iPi fyg�l
^ fresh y ^ z � fyg�l

Q says z

D3

P received x

9yvx: 9kvx: P
k
 ! Q

^ x iPi f(y !Q)gk
^ z � f(y !Q)gk

Q said z

D4

P received x

9yvx: 9lvx: Q PK +l ^ x iPi fyg�l
^ z � fyg�l

Q said z

D5

P received x

9yvx: 9kvx: P j= P
k
 ! Q

^ x iPi f(y !Q)gk
^ P j= fresh y

^ f(y !Q)gk �P� z

P j= Q says z

D6

P received x

9yvx: 9lvx: P j= Q PK +l

^ x iPi fyg�l
^ P j= fresh y

^ fyg�l �P� z

P j= Q says z

D7

P received x

9yvx: 9kvx: P j= P
k
 ! Q

^ x iPi f(y !Q)gk
^ f(y !Q)gk �P� z

P j= Q said z

D8

P received x

9yvx: 9lvx: P j= Q PK +l

^ x iPi fyg�l
^ fyg�l �P� z

P j= Q said z

The soundness of these rules was demonstrated by

deriving them from Z1{Z7 in Isabelle. Their complete-

ness (with respect to Z1{Z7) can be demonstrated by

a simple induction on proof trees built from Z1{Z7. In

particular, it is clear that the relations y v x etc. must

hold if e.g. x iPi f(y !Q)gk so that the use of the

bounded quanti�er does not lose generality.

The sequents we use have the form a1; : : : ; an ` b

where a1; : : : ; an are situation-speci�c axioms, and b

is what we want to prove. The sequent calculus

proof tactics are simpli�ed by the fact that the state-

ments P initiallyhas x or P received x occur only in

situation-speci�c axioms: they are not created by the

rules. Thus they need only be searched for in the left-

hand side of a sequent. The sequent calculus version

of rule D1 thus has the form (here �, �, 
, � represent

sets of statements):

D10
�; P received x; � ` 
; 9yvx: : : :; �

�; P received x; � ` 
; Q says z; �

The cases of D2{D8 are similar.



4. First Example

In this paper we consider two examples of the use of

SVD logic. Our �rst example involves the encrypted

and authenticated transfer of a message M between

two parties A and B, with the participation of a trusted
third party C. Such a transfer occurs in e.g. electronic

commerce. We begin with a series of axioms for this

speci�c situation (we use some fairly obvious shorthand

conventions, and h and k are a hash key and a new

symmetric session key respectively). We also use � as
a wild-card pattern (our GUI tool understands such

patterns):

A PK +a; B PK +b; C PK +c

A initiallyhas h; k;+a;�a;+c;A;B; C

B initiallyhas h;+b;�b;+c;A;B; C

A j= C PK +c

B j= C PK +c

A j= C controlled � PK �

B j= C controlled � PK �

The protocol involves two certi�cates from C, which
assert the existence and goodness of public keys for A
and B (authenticated by the private key for C):

A received � = f(+a ! (assert A PK +a))g�c

A received f(+b ! (assert B PK +b))g�c

We use � as a shorthand for the �rst certi�cate,

which A will pass on to B. Finally there is a com-

plex message from A to B, which contains the message

M , a digital signature of M , and the certi�cate �, all

encrypted with the session key k. The session key is

attached, encrypted with the public key for B:

B received (f(M ! ffMghg�a ! �)gk ! fkg+b)

We are then able to prove the following statements

(in particular that B believes that the message M in-

deed came from A):

A j= C said (assert B PK +b) by D8, E5{E8

A j= B PK +b by C2

A sees +b by E1{E4, S1, S3

B sees k by E1{E4, S1, S3

B seesM by E1{E4, S1, S3

B sees +a by E1{E4, S1, S3

B j= C said (assert A PK +a) by D8, E1{E8

B j= A PK +a by C2

B j= A saidM by D8, E1{E9

The last step uses the E8 and E9 rules, and the

fact that B recognises M inside the digital signature,

i.e. ffMghg�a �B� M . For the purposes of this

analysis, the message M is considered to be an atom,

since it has no constituent parts as far as our logic is

concerned.

5. Second Example

Our second example involves the �rst �ve steps of the

Needham-Schroeder key exchange protocol, as modi-

�ed to exclude the original design error. Two parties A
and B wish to communicate privately with each other,

using a key generated by a trusted third party C. The
axioms for this speci�c situation are as follows (kAC,

kBC, and kAB are symmetric keys, and NA and NB are

nonces, i.e. fresh atomic terms):

A
kAC ! C; B

kBC ! C; A
kAB ! B

A initiallyhas kAC; NA;A;B; C

B initiallyhas kBC; NB;A;B; C

fresh NA; NB

A j= A
kAC ! C

B j= B
kBC ! C

A j= fresh NA

B j= fresh NB

A j= C controls �
�

 ! �

B j= C controls �
�

 ! �

The principal A initiates the protocol with a mes-

sage to B. She responds with a message containing a

nonce NB, which is then passed on to the trusted third

party, along with a nonce for A:

B receivedA

A received f(A !NB)gkBC

C received (A !B !NA ! f(A !NB)gkBC)

This is followed by a complex message from the

trusted third party to A, part of which is in turn passed
on to B. This message includes the key kAB, an asser-

tion as to its goodness, and the appropriate nonces to

guarantee freshness:

� = f(NB ! kAB ! assert A
kAB ! B ! C)gkBC



A received f(NA ! kAB ! assert A
kAB ! B ! � ! C)gkAC

B received �

We are then able to prove that both parties have the

key kAB (and believe that it is good):

A sees kAB by E1{E4, S1, S3

A j= C says (assert A
kAB ! B) by D5, E1{8, F1{4

A j= A
kAB ! B by C1

B sees kAB by E1{E4, S1, S3

B j= C says (assert A
kAB ! B) by D5, E1{8, F1{4

B j= A
kAB ! B by C1

6. The GUI Tool

We have developed a GUI tool for this logic which we

call C3PO. A screen dump of the tool is included in the

appendix. The tool has been developed in the Tcl lan-

guage using the TK graphical toolkit. The tool main-

tains a list of propositions a1; : : : ; an which include the

situation-speci�c axioms and the statements that have

been proved so far. When the user enters a statement b

to be proved, the sequent a1; : : : ; an ` b is passed to Is-

abelle for proving. The Expect interfacing extensions

to Tcl/TK were used to handle communication with

Isabelle.

The tool also allows automatic processing of a to-

do list of statements, producing a log of successes and

failures. Pattern-matching within the tool is used to

implement the C1 and C2 rules, and these are applied

automatically when a suitable sub-goal is proved. For

example, the lists of statements in the two examples

above can be used as to-do lists, and can be successfully

processed by the tool without any manual intervention

by the user. That is, once the to-do list is opened, the

only thing the user needs to do is click the Start Proof

button. If desired, the user can also enter additional

statements and attempt to prove them. The time taken

to process most examples is a few minutes.

7. Semantics

We prove the soundness of our system using Kripke

(possible worlds) semantics [12, 13, 14, 15]. Each (pos-

sible) world contains 12 components. Some compo-

nents are indexed by principals (P) or time (t � 0

an integer, since we consider time to increase in �xed

steps every time a signi�cant event occurs). The rules

K1{K7 and T1{T11 continue to apply to terms. The

components are:

1. Sets Nt of atoms (nonces) created at time t.

2. Sets Ft of terms which are fresh at time t. We as-

sume times up to a �xed limit � are fresh. These

sets are de�ned by (i.e. are minimal sets satisfy-

ing):

Nt; Nt�1; : : : ; Nt�� � Ft

x 2 Ft =) (x ! y) 2 Ft; (y !x) 2 Ft

x 2 Ft =) fxgk 2 Ft; fxg
�
k 2 Ft

The statement fresh x is true in world w at time t

(we use the notation hw; ti : fresh x) if and only if

x 2 Ft, where the world w is a 12-tuple of the form

(fNtg; fFtg;M; fSPtg; f,!Ptg; fGtg; fHtg; fZPtg;
fUPtg; f7!Ptg; fCPtg; fDPtg). It is clear that the
freshness rules F1{F4 are sound on this interpre-

tation.

3. A message history M containing elements of the

form (P *t Q: x);P 6= Q (P sends x to Q at time

t). We de�ne hw; ti : Q received x if and only if

(P *t0 Q: x) 2 M for some t0 < t (next-step re-

ceipt).

4. Sets SPt of terms seen by P at time t. These sets

are de�ned by the choice of SP0 and:

SPt0 � SPt for t0 < t

x 2 SPt; y 2 SPt =) (x ! y) 2 SPt

x 2 SPt; k 2 SPt =) fxgk 2 SPt; fxg
�
k 2 SPt

+k 2 SPt;�l 2 SPt =) k DH l 2 SPt

x 2 SPt; x ,!Pt y =) y 2 SPt

(P *t0 Q: x) 2M; t
0
< t =) x 2 SPt0 ; x 2 SQt

5. Re
exive and transitive binary relations ,!Pt de-

scribing what can be extracted at time t, de�ned

by:

(x ! y) ,!Pt x

(x ! y) ,!Pt y

fxgk ,!Pt x if k̂ 2 SPt

We de�ne hw; ti : P initiallyhas x if and only if

x 2 SP0 i.e. in the initial world. We also de�ne

hw; ti : P sees x if and only if x 2 SPt, and we

de�ne hw; ti : x iPi y if and only if x ,!Pt y. It

is clear that the rules E1{E4 and S1{S7 are sound

on this interpretation.



6. Sets Gt of triples (P; k;Q) of symmetric keys

which are good at time t. The sets must satisfy

our assumptions about how good keys are used:

(a) (P; k;Q) 2 Gt if and only if (Q; k;P) 2 Gt.

(b) If (P; k;Q) 2 Gt then every term of the

form f(x !P)gk �rst occurs in the message

history M as (P *t0 R: e) for some R and

e � f(x !P)gk.

We de�ne hw; ti : P
k
 ! Q if and only if

(P; k;Q) 2 Gt. It is clear that the rule K8 is

sound on this interpretation.

7. Sets Ht of pairs (P; k) of public keys which are

good at time t. These sets must satisfy our as-

sumptions about how good keys are used:

(a) If (P; k) 2 Ht then every term of the form

fxg�k �rst occurs in the message history M

as (P *t0 R: e) for some R and e � fxg�k.

(b) If (P; k) 2 Ht and (Q; l) 2 Ht then

(P; k DH l;Q) 2 Gt

We de�ne hw; ti : P PK +k if and only if (P; k) 2
Ht. It is clear that the rule K9 is sound on this

interpretation.

8. Sets ZPt of terms said by P at time t, such that

x 2 ZPt if and only if there is some term e � x

such that e �rst occurs in the message history M

as (P *t0 Q: e
0) for some Q, e0 � e, and t

0
<

t. We de�ne hw; ti : P said x if and only if x 2
ZPt, and hw; ti : P says x if only if x 2 ZPt \ Ft.

Soundness of the rules Z1 and Z2 follow from the

e � x condition. Soundness of the rule Z3 follows

from the reference to Ft. Soundness of the rules

Z4 and Z5 follow from the de�nitions of Gt and

Ht.

9. Sets UPt of terms understood by P at time t.

These sets are de�ned by:

UPt0 � UPt for t0 < t

x 2 UPt () x 2 SPt for atomic x

x 2 UPt; y 2 UPt =) (x ! y) 2 UPt

x 2 UPt; k 2 SPt =) fxgk 2 UPt; fxg
�
k 2 UPt

x 2 UPt; fxgk 2 SPt; k̂ 2 SPt =) fxgk 2 UPt

We de�ne hw; ti : P understands x if and only if

x 2 UPt. It is clear that the rules U1{U5 are

sound on this interpretation. It also follows from

the de�nition of SPt that UPt � SPt.

10. Re
exive and transitive binary relations 7!Pt de-

scribing what can be recognised as a subterm at

time t, de�ned by:

(x ! y) 7!Pt x

(x ! y) 7!Pt y

fxgk 7!Pt x if k̂ 2 SPt

fxgk 7!Pt x if k 2 SPt and x 2 UPt

We de�ne hw; ti : x �P� y if and only if x 7!Pt y.

It is clear that the rules E5{E9 are sound on this

interpretation.

11. Sets CPt of statements controlled when fresh by P
at time t. We de�ne hw; ti : P controls x if and

only if x 2 CPt. The relation of these sets to the

rule C1 will be considered when we discuss the

accessibility relation below.

12. Sets DPt of statements controlled even when

not fresh by P at time t. We de�ne

hw; ti : P controlled x if and only if x 2 DPt.

The semantics of belief is handled in the normal way

by de�ning a transitive (but not re
exive) accessibility

relation;P . We write w ;P w
0 to mean that the pos-

sible world w0 is consistent with the beliefs of principal

P in world w (i.e. if P is really in world w, with certain

beliefs, then w
0 is one of the worlds that she thinks she

might be in). We require that this relation leaves un-

changed SPt, ,!Pt, UPt and 7!Pt for every t, as well as

all pairs (P; k) in Ht for every t, and all messages to or

from P in M (with the proviso that messages to P in

M may have a di�erent sender). We also require that

for statements a about the world, if a 2 CPt in w
0 and

(assert a) 2 ZPt \ Ft in w
0 then a is true about the

world w
0 at time t, i.e. hw0; ti : a. Similarly if a 2 DPt

in w
0 and (assert a) 2 ZPt in w

0 then hw0; ti : a.
We de�ne (in the normal way) hw; ti : P j= a if and

only if for every worldw0 such thatw ;P w
0, hw0; ti : a.

It is clear that the rules B1{B7 and C1{C2 are sound

on this interpretation, and the rules M1{M3 are known

to be sound for a semantics of this kind. Soundness of

the rules Z6 and Z7 follows from the fact that x 7!Pt

implies x � y. Note that we can have hw; ti : P j= false

if there is no world w
0 such that w;P w

0.

With the semantics we have chosen, the rules are

not complete. In particular, we may not be able to

prove P j= a even if a is true in every accessible world.

For example, we may have x � y, but we cannot prove

P j= x � y, so we would use rules Z6 and Z7 which

require proving x �P� y. We can think of x �P� y

as meaning that there is evidence to convince P that



x � y. We could have made the semantics match

the rules more closely (by including as a 13th com-

ponent of the world a relation which is sometimes �
and sometimes 7!Pt). However, since our goal was to

prove soundness, the semantics we have chosen is su�-

cient. We also feel that the question of whether there is

su�cient evidence for a principal to believe something

is more easily tackled proof-theoretically, by means of

rules such as E1{E9, rather than model-theoretically.

8. Related Work

Prior work in automating protocol objects has followed

two approaches di�ering from ours. Automation in

Prolog (e.g. [5]) can provide a useful tool, but since

correctness of the results depends on correctness of the

complex Prolog program, the results cannot necessarily

be treated with total con�dence. Automation using a

theorem prover like HOL (e.g. [6, 7, 8, 9, 10]) or Isabelle

is more promising and has led to useful and powerful

tools [7] (although no soundness proof appears to exist

for this rule set). However, the use of complex proof

tactics can sometimes fail to prove true theorems (es-

pecially within belief logic, as discussed in [6]).

In contrast, our approach has been to simplify au-

tomation by careful formulation of the rules, in particu-

lar the rules X1{X6 and the derived rules D1{D8. With

these rules a relatively simple and generic proof tactic

can be used while ensuring termination (although, as

noted in section 3 above, non-termination is still possi-

ble for certain pathological cases). We believe our ap-

proach is also more easily generalised to new protocol

analysis objects that may be developed in the future.

9. Conclusion

We have presented an improved version of BAN logic

which is easily automated and proved sound. We have

developed an implementation using Isabelle and a GUI

interface. Although we have many more rules than

SVO logic (66 rather than 20), the rules are relatively

simple (the more complex rules D1{D8 are derived)

and hence easier to automate and prove correct. Some

of the complexity has been forced by the need to avoid

looping in automatic proof tactics, and some by the

need to ensure that P j= a does not have a meaning

unrelated to a, since this can lead to unsoundness. We

have applied our tool to a number of examples rele-

vant to electronic commerce. The fact that our rules

have been proved sound provides us with con�dence

that the results of our tool are meaningful. This is

particularly important because the development of our

tool was intended to assist in conducting information

security evaluation of cryptographic protocols at the

ITSEC E6 level.

However, our logic is not suitable for proving nega-

tive results (e.g. � E sees k, where E is an eavesdrop-

per). Results of this kind, which are practically of

great value, are probably best achieved with a model-

theoretic tool, since the absence of a proof does not

generally mean that a statement is false.
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